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14, Category of Change: 15. Priority: (If “Emergency”
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17. Schedule 18. Cl(s) Affected:All
Impact:
15. Release Affected by this Change: 20, Date due to Customer: | 21. Estimated Cost:
SA None - Under 100K

22, Source Reference:  [INCR (attach) [ JAction tem [ITech Rel. [JGSFC [ |Other

23, Problem: (use additional Sheats if necessary)

Security is a multi step and on going process. A baske canon of securily & turm off all services or features that are nol absohutely
meeded, This i just common sense. Software is shipped with many senices and features on or aclive by defaull siraight out of boe.
Some of these services have security holes that ane exploiled by unscrupuloes peogple.

The inetd_conf file is used to start many of these services, There is no standard configuration for the netd.conf files now on any af
ihe supported platforms. Servicas are running on these platforms that should be fumed off,

24. Proposed Solution: {use additional sheets if necessary)

Test a modilied inatd cond conliguration file for sach of the supported platforms in the Funcllonality Lab, The tests will pravide
warification that the services that are wurned off do not affect any of the COTS or cuslom code now running on fhose platiorms. |
test verilisd thal the moddied ineld.conl configuration does not affect any of the COTS or custom code, inatall the appropriabes
standard inetd_conf file on each of the supporied platform. The Inetd.conf kave been 1ested In the 106G Test Cell without any problam.

25. Alternate Solution: (use additional sheets if necessary)
Instaligtion of the inetd,con file ls only one step in strengthening security, Each host's securily is made sironger with a small amount
of work done on each hast. Another method is 1o strengthen the cutside of the network with a firewall that would offer protecton 1o all

| tha niatfnime

26, Censequences i Change(s) are net approved; (use additional sheets if necessary)
Program is receiving more and more data 1o ingest and produce products. This will also bring more vislbllity to the program, Highes
wigibility aflracls more unserupulous people, Program in fum i more vuinerabbe to exgploits.

27. Justitication for Emergency (if Block 15 is “Emergency™):

28. Site(s) Atfected: [JEDF [Jpvc [vatc [Jepc [Jasrc CJeeRc [nsine [Cswe ek e
[JecC []IDG Test Cell  [<]Other Functionality Lab
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